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Real-Time Stability Monitoring and Attack Detection of
Power Systems Using Phasor Measurement Units
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This dissertation introduces innovative approaches to real-time monitoring of time series
data in power systems, offering a novel way for monitoring transient stability and
detecting cyber-attacks.

The paper consists of two parts.

The first part is to propose stability indices for detecting the rotor angle stability using
phasor measurement units (PMUs) in the event of a power grid failure. Previous methods
| relying on the Persistency of Excitation (PE) and experiencing large error tendencies for
fast varying parameters. To address these challenges, this research proposes the use of
Instantaneous Lyapunov Exponent (ILE) and Malthusian parameter Estimators (MPEs)
as stability indicators. Four types of MPEs are introduces which are based on adaptive
observer techniques, time-varying parameter estimation algorithms, finitetime
identification methods, and Generalized Parameter Estimation-Based Observers
(GPEBO). It is demonstrated that both ILE and MPEs effectively monitor power system |-
transient stability. While ILE exhibits slower convergence, it consistently provides
accurate assessments. Moreover, the MPE using GPEBO is effective for stable systems,
where the PE condition is not satisfied. '

The second part is to propose detectors for cyber-attacks against power systems.
Attack against Power System Stabilizer (PSS) pose a threat to operational stability as
they cannot be detected in advance of three-phase fault. We observe that attacks on
power system are stealthy prior 3 phase line fault. But these attacks produce high
| oscillation post fault. Additionally, methods for ocbserving monitors alongside correlation
function monitors.

The contributions of this study extend to proposing a comprehensive method for power
system stability monitoring and attack detection, promising practical integration into
power systems. However, future research endeavors should delve deeper into locating and
identifying the sources of such attacks to fortify power system resilience and security.
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